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WHAT IS FAKE NEWS? AND HOW DO WE TEACH STUDENTS ABOUT IT?

Today, we are “surfing” on various social networks or newspapers, such as Facebook and Twitter, on
television and on the radio. We keep in touch with letters of our friends or conversations, or by phone
with our neighbors and colleagues. Prior to that, we suspected that some of this news and information
was wrong, which is misinformation. We called it “propaganda” or “gossip” or “false messages”. There-
fore, the fact that information is false is the main problem that created the information age. In this article,
the authors argue that the general term “false news” that we use today is that for ordinary citizens, and
even for professional journalists, are becoming more and more difficult to determine the truth, since
today’s sources of information are becoming more and more more. In addition, there is a manipulation
of information. Although there are facts about these events, the content may be false. The authors of the
article argue that these problems have become similar in nature. The article presents examples of infor-
mation verification in Kazakhstan and Georgia.

Key words: fake news, information, disinformation, misinformation, new technology, social media.
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JKaAFaH >kxaHaAbIKTap AereHimis He? byA TypaAbl CTyAeHTTepAI KaAai yiperemis?

bi3 6yrinri TaHAaa Facebook >xeHe Twitter cekiAAl 8AEYMETTIK XKEAIAEPAE HEMECE ra3eTTepAe, Te-
AEAMAAPAA XKOHE PAAMOAAH GEPIAETIH P TYPAI XKaHAABIKTAp MEH aKnaparTap alAbIHbIHAA XKY3YAEMI3.
AOCTapbIMbI3AbIH >KiOepreH xaTTapbl HEMECe SHIIMEAECy apKblAbl, He 60AMaca KepLIiAepiMi30eH >koHe
apinTecTepimi3beH TeAedOH apKblAbl akrapaT aAMachIn oTbipambi3. OcbiFaH AeiiH 6i3 0Cbl )KaHaAbIKTap
MEH aKrnapaTTapAblH Kenbipi AypbiC emec-ay Aern KyMaHAaHaTbiHObI3, OYA — Ae3uHdopmaums. bis oHbl
«HacMxaT» HEMEeCe «eCek» Hemece «kKaAraH» He 6oAMaca «xabapAama» Aer aTarmbi3.

CoHAbIKTaH, aknapaTTapAbiH akMKaT, He 60AMAaca >KaAFaH eKEeHiH aHbIKTay aknapaTTbIK, Facblp Ty-
AbIpFaH Heri3ri Maceaere aiHaAbin oTbip. OCbl Makaaaa aBTopAap OyriHae 6i3 KOAAAHATbIH «wKaAFaH
>KaHAAbIKTap» XKaArbl TEPMUHIH KapanaibiM a3amaTTtap, TinTi kaCiOn KYpHaAUMCTEPAIH 631 Ae aKMKATTbl
aHbIKTaYAbIH KYpAEAeHin 0apa >KaTKaHblH aiTaAbl, ©MTKEHI OyriHae aknapaT TapaTy AepeKkKes-
Aepi kebeireH. CoHbIMEH KaTap, akmnapaTr apKbiAbl MaHWUMYASLMSIAQYAbl A aTayFa Typa KeAeAi. bya
OKMFaAapAblH, hakTirepi 6ap GOAFaHbIMEH, Ma3MYHbI XKaAFaH BOAYbl MYMKiH. SIFHM, MYHAQN MOCEAEAEP
@3apa yKcac KeAeAi Aen TyMiHAeMAl MakaAa aBTopAapsbl. XKaAnbl Makarasa KasakcraH meH [pysusiaa
OpbIH aAFaH >KaAFaH aknapaTTapFa KATbICTbl FbIAbIMU HETi3AEr TaAAQYAQP YCbIHBIAQADI.

TyiiH ce3Aep: XKaAFaH »KaHaAbIKTap, aknapar, Ae3nHpopmaLms, KaHa TEXHOAOTUSAAD, SAEYMETTIK
MeAMa.
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Yro Takoe crerikosble HOBOCTM? Kak Mbl YYMM CTYAEHTOB NnpoBepsTb MH)OpMaLMIio?

CeroaHst Mbl 3aHMMaeMcst CBOeoOpasHbIM «CEPMUHIOM» B Pa3AMYHbIX COLMAAbHbBIX Ce-
Tax, Takmx kak Facebook n Twitter, B raserax, no TeAeBMAEHUIO M paAMo. Mbl MOAAEpPIKMBaEM
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pa3HoobpasHbie KOMMYHMKALMU C HAWWMMU APY3bSMU, COCEASIMU 1 KOAABTaMM, PacrpoCTPaHsIeM
n pAeArMmcs MHpopmaumen. OUeBMAHO, UTO HEKOTOPbIE M3 MOAYYEHHbIX HOBOCTEN MOryT ObiTb
HEBEPHbIMM, MHBIMM CAOBAMM, ABAATbCA Ae3nHdopmaumnen. Mbl Ha3biBaeM 3TO «NponaraHAOM»
WUAU «CMIAETHSMMU», UAWM «AOXKHbIMKU COO6GLULeHMsIMM». CaM haKT, 4TO MHMOPMALMSA MOXKET ObiTb
AOXKHOWM, IBASIETCSI OCHOBHOM NMPOOAEMOi1, KOTOPYIO CO3AaA BEK MHOPMaLmMn. ABTOPbI CTaTbM YT-
BEP>KAQIOT, UTO OMPEAEAUTb OAHO3HAYHO CMbICA OOLWEro TEPMMHA «AOXKHbIE HOBOCTU», KOTOPbIW
Mbl MCTMIOAb3YEM CEFOAHS, AASl OObIUHbBIX TPAXKAAH U AdXKe AAS MTPOGECCUOHAAbHBIX XYPHAAUCTOB,
CTAHOBUTCS BCe GOAEE CAOXKHO, MOCKOAbKY YBEAMUYMBAETCS KOAMYECTBO MCTOUYHUKOB MHGOpMa-
umn. Kpome Toro, BctpeyaeTcs MaHUNyAMpoBaHue MHpopMaLmen. XoTa eCTb PakTbl O MPOU30-
LWEeALWNX COObITUSAX, KOHTEHT MOXeT ObiTb AOXKHbIM. ABTOPbI pacCMaTPMUBAIOT 3TU NMPOOGAEMbI KaK
CXO>XKMe MO CBOeMy XapakTepy. B ctaTbe npeaCTaBAE€Hbl MPUMEPbI MPOBEPKM AOCTOBEPHOCTU MH-

dopmaumnm B KazaxcrtaHe u [py3un.

KAroueBble cAoBa: AOXHble HOBOCTM, MH(OpMaumd, Ae3mHpopmaums, HOBble TEXHOAOTMM, CO-

LUMaAbHbIE MeAMA.

Introduction

I’ve been living in Tbilisi for the past three
months, teaching journalism at Caucasus University
and doing research about environmental journalism
in the Republic of Georgia. Recently I interviewed
the editor of FactCheck, a Georgian NGO that moni-
tors both ‘fake news’ from the media and the accu-
racy — or falsity — of statements by elected officials
such as the prime minister of Georgia, the mayor of
Tbilisi and members of Parliament. FactCheck.ge is
similar to Factcheck.kz, which does similar analysis
and exposes lies and manipulations in Kazakhstan.

As we all know, it is easy for wrong information
—fake news — to spread like wildfire, thanks in large
part to social media, including what David Kudize,
the editor of FactCheck Georgia, described as the
‘Facebook bubble’.

The falsity of some outrageous stories should
be obvious, but in reality it is not obvious to many
readers, viewers, or listeners. Here are two recent
examples of absurd fake news that were widely
believed. The first is from Georgia and the second
from Kazakhstan.

Georgia hopes to join the European Union and
NATO. Russia strongly opposes those moves. As
Kutidze, the FactCheck editor, told me, ‘We have a
lot of websites, not only websites, also newspapers
and TV backed by Russia to disseminate their pro-
paganda messages to undermine our European and
Western aspirations. It is very dangerous’.

As part of Russia’s effort to drive Georgia away
from stronger Western ties, it disseminates phony
stories that supposedly show that EU membership
would destroy Georgian culture and traditions. One
of the most outrageous fake stories claimed that EU
membership would prohibit children from being
baptized. That fake news originated in Italy but was
translated into Russian and disseminated in Georgia
and Ukraine as well (FactCheck.ge, 2016).
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The second example comes from June 2018
when some online news outlets in Kazakhstan pub-
lished an article claiming the Chinese government
was forcing Muslims to eat pork during the holy
month of Ramadan and forcing them to drink alco-
hol. This fake news story also claimed Muslims who
refuse the government’s demands are sent to camps
for reeducation (Cewur, 2018).

To you and me, both those stories sound hugely
suspicious and illogical from the beginning. How-
ever, many people accepted them as true without
checking or verification and passed on the false or
manipulative stories to others.

Here is what the International Center for Jour-
nalists recently when it released a new study on the
history of fake news:

‘Fake news’ is not new. In fact, the recorded his-
tory of ‘disinformation wars’.” dates back to ancient
Rome. But the 21st century has seen the weaponiza-
tion of information on an unprecedented scale. Pow-
erful new technology makes the manipulation and
fabrication of content simple, and social networks
dramatically amplify falsehoods peddled by anti-
democratic governments, populist politicians and
dishonest corporate entities.

We now inhabit a world where malicious actors
and state propagandists can use ‘computational pro-
paganda’, ‘sock-puppet networks’, ‘troll armies’,
and technology that can mimic legitimate news web-
sites and seamlessly manipulate audio and video to
impersonate legitimate sources. Then, there are the
profiteers making a living from creating fraudulent
content for viral distribution on social platforms
(Posetti and Matthews, 2018).

In recent years, hackers and foreign govern-
ments have used social media, phony websites and
Twitter to influence elections in the U.S., Latin
America, the Philippines and elsewhere, including
the Brexit vote in the U.K. Most of them have not
been caught.
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However, in March 2018 the public learned how
the political consulting firm Cambridge Ana-
Iytica got access to a huge amount of datadrawn
from millions of Facebook users. The U.K.
company, which specialized in psychological
profiling and political messaging, misused the
data to target voters with propaganda and mis-
information in the run-up to the 2016 U.S. pres-
idential election — to promote Donald Trump
and to weaken Hillary Clinton. Steve Bannon,
the company’s former vice president, was one
of Trump’s top political advisors. As 4 Short
Guide to the History of ‘Fake’ News and Misin-
formation — a new report from the International
Center for Journalists in Washington — notes,
the company’s nefarious political meddling
took place around the world: ‘Undercover re-
porters captured Cambridge Analytica’s execu-
tives boasting that the company and its partners
had worked on more than 200 international
elections, including in Argentina, Nigeria, Ke-
nya, India and the Czech Republic’ (Posetti and
Matthews, 2018).

Also in 2018, 13 Russian citizens and a
Russian Internet agency were charged in the
U.S. with conspiring to disrupt the 2016 pres-
idential election. The conspiracy allegedly
used false identification of U.S. citizens to
post misinformation on social media accounts
intended to help Trump win the election. The
criminal charges described the Russians as
‘people who adopted false online personali-
ties to push divisive messages’ (U.S. Depart-
ment of Justice, 2018).

Some fake news stories have potentially deadly
results. For example in 2016, after seeing an article
on a false news site alleging that Israel threatened a
nuclear attack on Pakistan, Pakistan’s defense min-
ister threatened to retaliation. The defense minister
warned in a tweet, ‘Israel forgets Pakistan is a nucle-
ar state too’ (Goldman, 2016).

In the past, some people have worked to expose
such lies — such disinformation — often at risk to
themselves. During Soviet times, for example, un-
derground samizdat — from the Russian meaning
‘self-published’ — were an important form of uncen-
sored political expression and dissent in the Soviet
Union and Warsaw Pact nations. This was true es-
pecially between the Great Patriotic War and Per-
estroika when these communist governments tightly
controlled their own media and citizens were largely
cut off from Western news sources.

Vladamir Bukovsky, a Russian dissident in the
1960s-1970s, was an expert on Soviet use of psy-

chiatric prisons to silence critics of the communist
regime. He spent 12 years in prisons, labor camps,
and forced psychiatric confinement. He described
samizdat this way:

‘I myself create it,

edit it,

censor it,

publish it,

distribute it, and ...

get imprisoned for it’ (Definitions.net, n.d.).

These illegal publications could be literary
or openly anti-state and anti-party. Some reported
on international events, fostered national cultures
and traditions in the Soviet Union, and criticized
communist propaganda. They were printed, copied,
and distributed secretly, often at risk of arrest, the
gulag, or execution.

In non-democratic parts of the world, citizens
used shortwave radios to secretly listen to broadcasts
from foreign news media such as Radio Free Europe/
Radio Liberty, Voice of America, Deutche Welle, and
BBC. Today in some countries, citizens still secretly
listen to such broadcasts, except they do it through
the Internet or satellite dishes instead of shortwave
radio. Meanwhile, authoritarian governments like
those in China, Vietnam, Iran, and Turkmenistan
continue to block websites and monitor how citizens
use the Internet.

In a recent study, the pro-democracy NGO
Freedom House. ‘Governments around the world
are tightening control over citizens’ data and using
claims of “fake news” to suppress dissent, eroding
trust in the Internet as well as the foundations of
democracy’. Its study of 65 countries, Freedom
on the Net 2018, found that Internet freedom
globally has declined for the 8" year in a row. It
said, ‘Online propaganda and disinformation have
increasingly poisoned the digital sphere, while the
unbridled collection of personal data is breaking
down traditional notions of privacy’. The report
rated the Internet as ‘not free’ in Kazakhstan, ‘not
free’ in Uzbekistan, and ‘partly free’ in Kyrgyzstan;
the report did not rate Tajikistan and Turkmenistan
(Freedom House, 2018).

Working with students

The important question for teachers is how
they can help students recognize fake news and
manipulation.

Students often say they got information ‘from
the Internet’. That is the same as saying they got
their information ‘from the library’. The library and
the Internet are both venues, places where a huge
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amount of information is available. Teachers need
to know what specific websites students used and
what books and articles they read. Students also
often say they found data or other information on
Wikipedia. Again, that’s not good enough. Teachers
need to know what sources were used to write the
Wikipedia listing.

In other words, what evidence do students have
that the information in their research assignments is
accurate or inaccurate, or comes from a trustworthy
source?

Here are five class or homework exercises that
teachers can assign to help students become better
informed consumers of news and to make them
more skeptical and analytical as readers, listeners,
and viewers. These exercises should also make
them more sensitive to the importance of accuracy,
fairness and balance in the news and information
that they themselves create and disseminate.

Have them become familiar with FactCheck.
kz, how it selects articles and political statements
to review, and the methods of fact-checking it uses.
Fact checking organizations like this one should also
be committed to transparency of sources so readers
can confirm their findings themselves. Assign them
to carefully read 1 story or political statement on
FactCheck.kz and write a short summary of what
sources the fact-checkers used to try to verify the
information.

Assign each student to monitor a ‘news’
website for questionable stories, altered photos, and
fabricated videos. Each week the student should
choose 1 of those stories and write a brief explanation
of why it appears to be fake news, manipulation, or
propaganda. Some common reasons for them to
question an article is that it has no identified sources
of information, that it is one-sided, or that it simply
sounds impossible — like the stories about the EU

banning baptism and China forcing Muslims to eat
pork and drink alcohol.

Give the class a fake news story and assign them
to do their own fact-checking. They should attempt
to verify every statement or so-called ‘fact’ in that
story. Remind them to check names, people’s titles,
geographic locations, business names, and numbers
for accuracy. Their report should list what sources
they themselves used to do the fact-checking, such
as Kazakhstan government statistics and databases,
scientific studies, multinational organizations like
the World Bank and World Health Organization,
and websites of NGOs, foreign governments, and
businesses. Wikipedia exercise: As I mentioned,
many students rely unquestioningly on Wikipedia
when doing research papers. Assign students to
analyze specific Wikipedia entries by comparing
what is written in them with what the References at
the end of the entries actually say.

Have each student write a fake news story
that sounds real and includes a mix of accurate
information and made-up information. Then assign
another student in the class to fact-check it.

Conclusion

Unfortunately, the problems of fake news, ma-
nipulation, and propaganda will never disappear. |
agree with a statement in the recent Freedom House
(2018)’report that ‘if democracy is to survive the
digital age, technology companies, governments
and civil society must work together to find real so-
lutions to the problems of social media manipula-
tion’. However, informed citizens are also essential
to finding answers to the ‘problems of social media
manipulation’. Teachers can play an important role
in preparing citizens to do that by helping students
to intelligently recognize and deal with fake news.
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