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HOW THE INSTALLATION OF NATIONAL SECURITY CERTIFICATE
IN KAZAKHSTAN BROUGHT NEW SOCIAL MEDIA DISCUSSIONS
ON CYBERSPACE REGULATIONS

In 2019, the Kazakhstani government attempted to embed the installation of a national security cer-
tificate within the country. The introduction of such a certificate was explained by the need to strengthen
the cyber protection of citizens, state bodies, private companies from activities of Internet fraudsters and
other types of cyber threats. However, citizens alongside local and international experts did not entirely
welcome and accept this decision by voicing their dissent towards it. Criticism towards the installment
of national security certificate ranged from infringements concerning personal data rights of citizens and
companies towards an act of state apparatus espionage on sensitive private information. The thematic
focus of the paper concerns the problem of mass communication and realm of media rights. Structurally,
the paper first describes how the national security certificate was introduced and has originated in Ka-
zakhstan. Then the paper analysis the various reasons and arguments in favor or against the introduction
of a national security certificate. Here, viewpoints from different stakeholders were considered, such
as by state ministries, Kcell and Activ mobile operators, ordinary citizens or local experts like Dossym
Satpayev. Lastly, a thorough analysis of present and future outlooks on the development of national
security certificate in Kazakhstan is discussed. A discourse analysis approach is applied as a research
method with secondary sources of information used. The goal of this concise but informative article is to
highlight both the development and the inter-relationship between the society and state what concerns
national policies within the cyber realm. The significance of this paper is that it should help scholars
in identifying new domestic issues studying in the field of journalism or public policy. In conclusion,
the results and discussions of this paper showed us the practical and theoretical importance of how a
national policy and its security certificate project generated both public dissatisfaction and new social
movements concerning cyberspace aspects, but also a new testing ground for pilot projects in testing
people’s readiness for accepting new cyberspace regulations.

Key words: national security certificate, Kazakhstan, Internet blocking, mobile operators, human
rights.
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KasakcTaHAa YATTbIK Kayinci3Aik ceptuddmMkaTbiH opHaTy
MHTEpPHEeT KeHiCTiriHiH, epexxeAepi 60/bIHLIA
)KaHa 9AeYMeTTIK MeAMa NiKipTaAacTapbiH KaAan TYAbIPAbI

2019 biabl KasakcTaH YKiMeTi YATTbIK Kayinci3Aik cepTudmKaTbiH OpHaTyAbl eA ilWiHAe
eHri3yre TbIpbICTbl. MyHAQlM cepTUdUKaATTbI eHri3y asamaTTapAblH, MEMAEKETTIK OpraHAapAbIH, Xeke
KOMIMaHMSIAQPAbIH MHTEPHET-aAasiK TapAbIH SPEKETTEPIHEH XXoHe KMbepKayinTepaiH, 6acka TypAepiHeH
KMOEPKAYIMNCI3AIKTI KYLIENTY KaXeTTIAINMEH TYCIHAIPIAAL. AAaliaa, asamatTap >KepriAikTi >koHe
XaAbIKapaAbIK, capariiibliAapMeH Gipre OyA LueLiMre Kapcbl nikipAaepiH GiAAIpin, OHbl TOABbIK, KyMTamaAbl.
YATTbIK, Kayinci3aik cepTUUKaTbIH aAyFa KATbICTbl CbIHAQP a3aMaTTap MeH KOMMaHMSIAAPAbIH, Xeke
MOAIMETTEPIHIH KYKbIKTapbiH Oy3yAaH GacTtan, Kynust >Keke aknapartka MEMAEKeTTIK annapatTbiH,
LUMUMOHABIK, 8PeKeTiHe KaTbICTbl 6OAABI. MakaAaHbIH TakbIpblObl OYKapaAbIK, aknapaTt KypaAAapbl MeH
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BAK KyKbIfbl MBCEAECiHe KaTbICTbl. KypbIAbIMABIK TYPFblAa OYA MaKaAaAa aAAbIMEH YATTbIK, KayinCisAik
cepTndmMKaTbl KaAam eHrisiareHi kxoHe KasakcraHaa Kasaim namaa 60oAraHAbIFbl cunatTasrad. CoaaH
KeMiH Kafa3fa YATTbIK, Kayinci3aik cepTUUKaTbiH €Hri3yAiH mnaraacbiHa Hemece Kapcbl ap TYpPAI
cebenTepi MEH ABAEAAEPI TarAaHaAbl. MyHAQ MeMAeKeTTiK MUHUCTPAiIKTep, Kcell skeHe Activ ysiabl
GarAaHbIC ornepaTopAapbl, KapanambiM asamaTrap Hemece AocbiM CoaThaeB CHMSIKTbl >KEPriAiKTi
capaniubiAap ap TYPAI MYAAEAi TapanTapAblH Ke3KapacTapbl KapaAAbl. AKbIpbiHAQ, KasakcTaHaa
YATTbIK, KQYiMCi3aik cepTndmkatbiH a3ipaey 60MbiHLIA Kasipri )eHe 6oAallak, Ke3KapacTapAblH TOAbIK,
TaAAQybl TaAKbIAAQHaAbl. AMCKYPCTbIK, TaAAQYy AICI akmapaTTbiH eKiHLli Ke3aepi 6ap 3epTTey oAiCi
peTiHAE KOAAaHbIAAAbL. ByA Kpicka, Gipak, Ma3MyHAbI MakaAaHblH MakcaTbl — KOFamM MEH MEMAEKeT
apacbiHAAFbl KUBGEPXKYMNEAETT YATTbIK, CasicaTKa KaTbICTbl MOCEAEAEPAIH AaMybl MEH 63apa 6ariAaHbICbIH
KepceTy. BYA JKYMbICTbIH MaHbI3ABIAbIFbI — XXYPHAAUCTEPre HEMECE MEMAEKETTIK casicaT CaAaCblHAA
OKMTbIH >KaHa OTaHAbIK, MOCEAEAepAi aHbIKTayAa FaAbiMpapra kKemekTecyi. KopbITbIHAbIAQM KeAe,
OCbl KY>KaTTblH, HOTM>KEAEPI MEH TaAKblAayAapbl 6i3re yATTbIK, casicaT MeH Kayincisaik cepTrdmkarbl
>k06acbIHbIH KMOEPKEHICTIKTeri acrnekTiAepiHe KaTbICTbl KOFaMAbIK, HAPa3bIAbIK, MEH >XKaHa dAeYMEeTTiK
KO3FaAbICTApAbIH, MPAKTUKAAbIK, YKOHE TEOPUSAbIK, MaHbI3AbIAbIFbIH KepceTTi. CoHAal-aK, TecTiaey
YAEpici Ke3iHAe NMAOTTbIK, >KObaAap YIUiH >XaHa MOAMIOH >KaCakTaAAbl, OHAA KMOepKeHicTikTeri
aAAMAAPABIH, >KaHa epexkeAepAi KabbiaaayFa AaMbIHAbBIFbI AMKbIHAAAADI.

Ty#in cesaep: Kayincisaik cepTndmkarbl, MHTEPHETTI ByFaTTay, ysAbl OaiAaHbIC OnepaTopAapsbl,
aAaM KYKbIKTapbl.
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BBeaeHue cepTtudhukara HauMoHaAbHOM Ge3onacHocTH B KasaxcraHe
AASl 3aLMTbI OT KUGEPYrpo3 U HOBble AUCKYCCHM B COLMAAbHbBIX CETSX
Nno 3TOMY MOBOAY

B 2019 roay npaBUTEABCTBO CTPaAHbI MOMbITAAOCh BHEAPUTb YCTAHOBKY CEPTMMKATA HAUMOHAABHOM
6esonacHocT B Kasaxcrane. BeeaeHue Takoro ceptudukara 6bIA0 06BACHEHO HEOGXOAMMOCTHIO
YCUAEHMS 3alUMThl FPaXKAAH, FOCYAAPCTBEHHbIX OPraHOB, YaCTHbLIX KOMMAaHW OT MPOTMBOMPABHbIX
AEVCTBUIN MHTEPHET-MOLLEHHMKOB U APYTMX BUAOB KnbepaTtak. OAHAKO rpaXkAaHe HapsiAy C MECTHBIMM
N MEXAYHAPOAHBIMM 3KCMEepTamu He MOAHOCTbIO MPUHSAM 3TO pelleHne, 06bICHMB CBOM PE3OHbI.
KpuTnka B OTHOLIEHWMM YCTaHOBKM cepTudMKaTa HaUMOHAAbHOM 6e30MacHOCTM BapbMpOBaAacCh
OT HapyLEeHW MpaB rPa>kAaH M KOMMAHUIA Ha AMYHbIE AAHHbIE AO LUMMOHAXA rOCYAAPCTBEHHOMO
annapara B OTHOLLEHMU KOH(MAEHUMAABHOM YaCTHOM MHGopMaummn. TemaTryeckas HarnpaBAEHHOCTb
CTaTbM KacaeTcst NPo6AEMbl MacCOBOM KOMMYHMKaummn 1 npae CMW. B aAaHHO paGoTe onucbiBaeTcs,
KakK cepTMdmMKaT HaUMOHAaAbHOM 6e30MacHOCTM BBOAMACS B KazaxcTaHe, aHaAM3MPYIOTCS pa3AMYHble
MPUYMHBI M ApPryMEHTbl 3a M MPOTMB TaKOM MHMUMATMBBLI. ABTOPaMM ObIAM YUTEHbl TOUKM 3pPEHMs
3aMHTEPECOBaHHbIX CTOPOH: FOCYAAPCTBEHHbIX MMHMCTEPCTB, MOOMAbHbIX onepaTtoposB Kcell n Ac-
tiv, psAOBbBIX FpaXKAaH M MECTHbIX 3KCMEPTOB, B YaCTHOCTM MHeHMe noamToAora Aocbima CaTraesa.
[NpeACTaBAeH TLIATEAbHbIA aAHAAM3 HbIHEWHUX M BYAYLIMX MEPCrekTUMB pasBuTUS cepTudukara
HauuroHaAbHoM 6e3onacHocTu B KaszaxcraHe. [1oAX0A AMCKYPCMBHOIO aHaAM3a MPUMEHSETCS KaK METOA
WUCCAEAOBAHMS C MCMOAb30BAHMEM BTOPUYHbBIX MCTOYHMKOB MHGOpMaumun. Lleab ctatbu — ocBeTUTb
KaK pasBUTME HALUMOHAAbHOM MOAMTMKM B Kunbepcdepe, Tak M B3aMMOCBS3b MEXAY OO6LIECTBOM
n BAacTbto. CTaTbs MOXET ObiTb MOAE3HOM YYEHbIM B BbISBAEHMM HOBbIX BHYTPEHHMX MPOOAEM,
M3y4aemblX B 06AACTM XXYPHAAUCTUKIM U FOCY AAPCTBEHHOM MOAUTUKM. Pe3yAbTaThl M 06CY>KAEHUS 3TOMO
AOKYMEHTa MokasaAu npakTUYeCKyIo 1 TEOPETUUECKYIO BaKHOCTb HALLMOHAABHOM MOAMTMKM M MPOEKTa
ceptudukata 6e30MacHOCTM, KOTOPble Bbi3BaAM KakK OOLIECTBEHHOE HEAOBOABCTBO, TaK M HOBble
CoUMaAbHbIE AGMCTBMS, KacaloLmMecs acnekToB KMbeprnpoCcTpaHCTBa. bbiA co3aaH HOBbIN MOAMIOH AAS
MMAOTHBIX MPOEKTOB B MPOLECCE TECTUPOBAHMSI, TAE€ OTPaXKaAaCb FOTOBHOCTb AIOAEM MPUHSATL HOBble
npaBuMAa KMGepnpocTpaHCTBa.

KatoueBble caoBa: ceptudmkar 6e30nacHoCTM, GAOKMPOBKA MHTEPHETA, MOGMAbHbIE OMEepaTopbl,
npaea yeAoBeka.
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Introduction

Kazakhstan is a post-soviet developing demo-
cratic state characterized by a strong state apparatus,
which often is criticized for limiting the freedom of
mass media activities. In recent years, Kazakhstan
had introduced several laws that were directed to
further restrict the cyber space activities in the coun-
try. One of these laws included the Kazakhstani law
on banning anonymous comments was criticized as
it had restricted the principle of freedom of expres-
sion inside the country (Baytukenov, 2018: para. 3).
A more nationwide debatable government-initiated
security certificate installation issue had emerged,
which became a hot boiling spot for criticism to be
directed towards the government. Such criticisms
included the infringement of personal data protec-
tion, an increased state monitoring process of citi-
zen’s cyber space activities and possible restriction
of Internet content via censorship or blockage of
web traffic. However, this law met societal resis-
tance and was later cancelled by President Kassym-
Jomart Tokayev due to the active public discourse
and public outcry. In this paper, this case will be dis-
cussed in greater detail in both mass media as well
as cyberspace aspect in the context of Kazakhstan.

Material & Research Methodology

In this paper, we will use a discourse analysis
approach concerning the national security certifi-
cate matter in Kazakhstan. For that, we will mostly
use secondary sources as information reference for
analyzing the issue. Firstly, the paper introduces
the history and origin of national security certifi-
cate initiatives in Kazakhstan and how it became
a widely discussed societal issue. Then, the paper
will further analyze the explanations for the need
to install security certificate as well as their differ-
ent reactions by different stakeholders. Here, we
will consider the viewpoints provided by the Min-
istry of Digital Development, Innovation and Aero-
space Industry, Kcell and Activ mobile operators,
ordinary citizens as well as international and local
experts like Netblocks, Mikhail Pozdniak or Dos-
sym Satpayev. Lastly, the paper discusses current
and future outlooks concerning the national security
certificate development in the country. The paper
serves as an informational-analytical paper outlin-
ing the problem of security certificate in Kazakhstan
with new and great insights. The very fact that such
a paper on the topic of national certificate has not yet
been published among the academia in Kazakhstan,
makes the paper a unique case study. Moreover, in

terms of mass media aspect, this paper will highlight
the impact of government-driven initiatives on the
perception of Kazakhstani people regarding cyber-
space rights and how a government project has led
to catalyze social and social media movements on a
specific matter.

Introduction of the security certificate in Ka-
zakhstan

The first serious initiatives of introducing new
restrictive amendments into the legislation regarding
the cyber space in Kazakhstan began back in 2011
with the relocation of all domains that contained the
names “.kz” to be held within the country (CABAR,
2019: para. 11). During that year, according to Free-
dom House, Kazakhstan started its first move to-
wards online censorship activities (CABAR, 2019:
para. 9). Such restrictive measures had its roots
from the 2010 established national policy of gradual
strengthening of digital space control in Kazakhstan
(CABAR, 2019: para. 8). Four years after, Kazakh-
stan attempted to introduce its first steps to regulate
the idea of national certificates within the country,
which led eventually in 2015 and then in 2017 for
a new law to be created that prescribed citizens and
their usage of phones and SIM cards to become de-
anonymized and registered (CABAR, 2019: para.
19) (Plakhina, 2019: para. 1 of section on “History
repeats itself”).

The Ministry of Digital Development, Innova-
tion, and Aerospace Industry of the Republic of Ka-
zakhstan (MDIA) first-mentioned about the instal-
lation of security certificates in the country on June
2019 (Shamsutdinov, 2019: para. 5). MDIA reported
carrying out technical works aimed at strengthening
the protection of citizens, state bodies and private
companies from hacker attacks, Internet fraudsters
and other types of cyber threats (Shamsutdinov, 2019:
para. 7 and 8). Other Kazakhstani scholars have also
backed up this argument (Symbat & Yesseniyazova,
2019: p. 1 and 2) (Aben, D. & . Makhanov, K., 2019:
p-1) (Gussarova, A., 2020: p 6). In case of problems
with access to certain Internet resources, MDIA rec-
ommended checking the registration of mobile de-
vices (mobile phones and tablets), to install a security
certificate (available on the websites of telecom op-
erators) or to contact the call center of telecom op-
erators (Shamsutdinov, 2019). Prior to that, back in
November 30 of the year 2015 an announcement of
installation of security certificates were made to the
public via the publishing of articles on this matter in
various mass media outlets (Shamsutdinov, 2019:
para. 4). However, these articles a few days later have
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been quickly removed, as the certificate system has
not yet been entirely prepared to be embedded as a
nationwide policy initiative and at that time not yet
ready for a successful implementation phase (Sham-
sutdinov, 2019: para. 4).

After MDIA’s announcement in 2019, several
mobile operators sent a message to their subscribers
about the need to install a security certificate on each
device that had Internet access (Kursiv.kz, 2019b:
para. 2). Mobile operators were obliged to skip traf-
fic by using a security certificate according to Ar-
ticle 26 of the Law “On Communications” (Kursiv.
kz, 2019b: para. 2). Mobile operators claimed that
subscribers could face difficulties with access to the
network if they did not install a security certificate
(Kursiv.kz, 2019b: para. 2) (Shamsutdinov, 2019:
para. 14). According to Emil Shamsutdinov, since
the law “On Communications’” did not oblige citi-
zens to install security certificates but mobile opera-
tors, the access to the Internet could be limited and
certain websites were still blocked as outlined by the
deputy director of the Committee for Informational
Security of MDIA Mr. Ruslan Abdikalikov (Sham-
sutdinov, 2019: para. 14). This statement did sug-
gest that users’ rights and access to the Internet were
to a certain degree negatively affected by it.

Discussion & Results Section

Explanation of the need to install security cer-
tificates

MDIA’s recommendation to install a security
certificate seems reasonable at the beginning along-
side with the launch of the Cyber Shield Kazakhstan
program back in 2017, since the number of cyber-
attacks in Central Asia has increased in recent years
if we look at the statistics (Woollacott, 2019: para.
12). According to Kaspersky, an Internet Security
Suite, Kazakhstan is in the list of top ten countries in
terms of users being attacked by mobile ransomware
trojans, man-in-the-middle threats, XSS attacks and
miners (Woollacott, 2019: para. 7). Ministry of De-
fense and Aerospace Industry found that 1 billion
cyber-attacks happened in Kazakhstan alone during
2016 (Woollacott, 2019: para. 8). 20 billion attacks
against state bodies were fixed in 2018 alone (Wool-
lacott, 2019: para. 9). Apart from this staggering
number, one of the hacking groups stole 600,000 US
dollars from Kazakhstani banks (Woollacott, 2019:
para. 13). Kaspersky Company argued that these
attacks have a political agenda to some degree and
might have originated from China and Russia, and
the number of such attacks is not going to decrease
in the future (Woollacott, 2019: para. 14 and 17).

Minister of Digital Development, Innovation
and Aerospace Industry Askar Zhumagaliev, argued
that the installation of a security certificate ensured
protection from the Internet materials related to ter-
rorism, extremism, and pornography (24.kz, 2019:
para. 2). He also added that security certificates will
help to deal with information security problems
and do not violate citizen’s rights, since the safety
of personal data of Kazakhstani citizens is guaran-
teed by the Constitution (24.kz, 2019: para. 5 and
6). The same viewpoint also shared the deputy di-
rector of the Committee for Informational Security
of MDIA Mr. Ruslan Abdikalikov (Shamsutdinov,
2019). According to Arman Abdrasilov, the direc-
tor of the Centre for Analysis and Investigation of
Cyber Attacks in Kazakhstan, the centralization of
traffic management system controlled by national
providers would make traffic management conve-
nient and safe, but also in exchange has to receive
by any means public backlash as this is unavoidable
(CABAR, 2019: para. 30 and 31).

Representatives of Kcell and Activ, both one
of the largest Kazakhstani mobile operators, also
argued that a security certificate is going to be
an effective tool in dealing with hackers, Internet
fraudsters and other types of cyber threats (Kursiv.
kz, 2019b: para. 5 and 6). According to them both,
a security certificate will protect information sys-
tems and data as well as the banking sector before
any damage is going to be made (Kursiv.kz, 2019b:
para. 5).

It is important to note that this was the third
attempt by the Kazakhstani authorities to enforce
the use of a national security certificates (Plakhina,
2019: para. 1 of section on “History repeats itself”).
The first certificate-related amendments on the law
on communications were introduced to oblige tele-
com operators to install a security certificate to en-
crypted traffic already back in 2016 (Plakhina, 2019:
para. 3 of section on “History repeats itself””). How-
ever, the national security certificate did not come
into force during that year (Plakhina, 2019: para. 3
of section on “History repeats itself”’). The next an-
nouncement regarding the security certificate was in
March 2019 (Plakhina, 2019: para. 3 of section on
“History repeats itself”’). However, the public did
not notice this announcement until July when they
started to receive messages from mobile operators
(Plakhina, 2019: para. 3 of section on “History re-
peats itself”).

Citizens’ and subscribers’ reactions

In general, citizens criticized the state’s decision
to introduce a security certificate (Plakhina, 2019)
(Shamsutdinov, 2019). For example, a civic activ-
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ist who goes by the name Yelena Shvetsova ques-
tioned the necessity of such a certificate and asked
others what to do in such a case (Plakhina, 2019:
para. 6). She described those measures as an attempt
to gain access so to say into personal information
or data (Plakhina, 2019: para. 6). According to her,
interception made by the government would spy on
correspondence messages and total access to phones
(Plakhina, 2019: para. 6).

The same viewpoint was also shared by Emil
Shamsutdinov, who additionally referred to anoth-
er similar problem that occurred in July 2019 with
the leak of passport information from 11 million
Kazakhstani citizens (Shamsutdinov, 2019: para.
20). In this case, third party stakeholders having
access to personal data such as that of passport-
related or financial information and tampering
or misusing information will jeopardize not only
the citizen’s data protection but also the private
company’s reputation. This is especially risky if a
proper system of security certificates installations
was not introduced, well-thought-out and effec-
tively implemented.

Another journalist named Irina Sevostyanova
and IT expert Daniil Vartanov called the initiatives
as a role constituting that of a “big brother”, an in-
strument that would allow to access personal infor-
mation by state security services or the Ministry
of Internal Affairs (Plakhina, 2019: para. 7). Other
comments were similar to the aforementioned com-
ments. Many citizens were not willing to install a
certificate since this certificate could not guarantee
the full protection of personal data guaranteed as
stipulated in the constitution of Kazakhstan (Plakh-
ina, 2019).

The reaction of civil activists and mobile
operators

A group of lawyers filed lawsuits against four
Kazakhstani mobile operators: Beeline, Tele2, Al-
tel, and Kcell companies after receiving numerous
SMS with the request to install a certificate (Rama-
zanov, 2019: para. 1 and 2). Lawyers argued that
they could go to court to investigate this issue since
they believe that citizens cannot be disconnected
from the Internet even though they didn’t install a
security certificate (Ramazanov, 2019: para. 3).

Altel and Tele2 PR Director Olzhas Bibanov
commented the lawyer’s lawsuits as following:
“This kind of lawsuits are populist. Apparently,
these lawyers want to be recognized among poten-
tial clients” (Ramazanov, 2019: para. 8). He also
added that it is not the mobile operators’ decision
to enforce citizens to install a security certificate
(Ramazanov, 2019: para. 9). Bibanov argued, that

it is a legal requirement, and this is a collaboration
with authorized bodies, where mobile operators
help subscribers to comply with legal requirements
regarding the installation of a security certificate
(Ramazanov, 2019: para. 10).

The reaction of international and local experts

It is important to note that citizens had problems
with access to the Internet before the introduction of
the security certificate. There were numerous cases
of intermittent social media blockings. According
to the Netblocks team that monitors Internet free-
dom in the world, there was an unprecedented total
blocking of social media for Kazakhstan during vic-
tory day (Netblocks, 2019). Netblocks team argued
that Kazakhstani authorities undertook this measure
as a response to the planned demonstrations by the
dissident groups (Netblocks, 2019). Media plat-
forms Facebook, Instagram and YouTube, and some
independent news media websites were completely
disabled, while Telegram was partially available
(Netblocks, 2019). Netblocks team found that the
one hour of the shutdown of Facebook, Instagram
and YouTube for Kazakhstan costs approximately if
calculated $318,923 or KZT 122,750,767 thanks to
the COST (The Netblocks Cost of Shutdown Tool)
service that was created this year to assess the eco-
nomic losses due to Internet blocking measures in
different countries (Netblocks, n.d.).

The introduction of a security certificate also
attracted international attention. Google, Mozilla,
and Apple have responded to the introduction of a
national security certificate in Kazakhstan by block-
ing it (bne IntelliNews, 2019: para. 1). Their rea-
son for doing that was because these companies did
not trust this certificate that can be used to monitor
citizens’ use of the Internet (bne IntelliNews, 2019:
para. 1). Mozilla’s representatives expressed their
negative attitude towards such “lightly actions”,
while Apple said that they are going to undertake
measures to protect users of its Safari browser from
negative consequences of Kaznet related initia-
tives (bne IntelliNews, 2019: para. 5 and 7). Google
browser chief was also against any attempt that can
compromise Chrome users’ data (bne IntelliNews,
2019: para. 6).

Kazakhstani expert-analyst of Ak Kamal Se-
curity Mikhail Pozdniak said that every state is in-
terested in finding effective measures to fight with
criminal elements on the Internet (Kursiv, 2019a:
para. 3). According to him, Kazakhstani authori-
ties were likely going to intercept all data between
each user and the websites, which the user is using
thanks to this certificate (Kursiv, 2019a: para. 5 and
6). Pozdniak argued that the state attempts to spy
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on its citizens (Kursiv, 2019a: para. 5). He found
the state’s arguments regarding installing a security
certificate as not convincing, as he was curious to
know how state bodies are going to protect citizens
with such kind of certificate from various types of
cyber-attacks (Kursiv, 2019a: para. 10 and 11). Sim-
ilarly to that of the ideas of Pozdniak, Radio Azat-
tyq Organization claimed that the state is going to
strengthen control over the Internet in the country
(Radio Azattyq, 2019).

The decision to cancel the national security cer-
tificate

After numerous public backlashes, President
Kassym-Zhomart Tokayev decided to cancel a se-
curity certificate (Kim, 2019). This decision was
sudden and Tokayev argued that the quick comple-
tion of testing the security certificate under the Cy-
ber Shield Program showed a high level of techni-
cal equipment in case of external cyber-attacks that
have frequently happened (Kim, 2019: para. 4). He
explained that testing was carried out on his behalf
and thanked the KNB (Committee for National
Security) for testing the security certificate (Kim,
2019: para. 1). President Tokayev also added say-
ing that: “The security of the information space of
the Republic of Kazakhstan and the possibility of
using the certificate only in cases of intrusion from
the outside are proved. There is no inconvenience
to Internet users. Thanks to the KNB.” (Kim, 2019:
para. 2).

Dossym Satpayev’s opinion regarding Kazakh-
stani “cyber shield”

One of the popular independent Kazakhstani
political and public figures Dossym Satpayev said
that the state’s initiative about a national security
certificate had two main reasons. The first reason
is the testing of the system (Giperborey, 2019).
The second reason was to see citizens’ reactions
towards it and so understand the societies readi-
ness or unreadiness towards new law amendments
(Giperborey, 2019). Satpayev noted that the na-
tional security certificate was postponed, but was
not completely thrown away (Giperborey, 2019).
Satpayev argued that the same testing was made
with the Internet (Giperborey, 2019). Initially, live
broadcasts were blocked, and then state authorities
experimented by blocking a gigantic segment of
the Internet in a certain political period (Giperbo-
rey, 2019). All this should boil down to the idea
that the field of Kazakhstani cyber field is a new
area for experimentation, tests and opportunities
for both the government and the society to under-
stand its level of mutual acceptance for new regu-
lations and changes.

The current and future outlooks of cyber space
regulations in Kazakhstan

Freedom House has published a report on Inter-
net Freedom on November 4, 2019 (Freedom House,
2019). According to this report, Kazakhstan and
Sudan have shown the biggest score decline along-
side Brazil, Bangladesh, and Zimbabwe in terms of
Internet freedom (Freedom House, 2019: para. 1 of
section on “key findings”). Kazakhstan was in the
list of states with frequently blocked Internet and
limited political, social or religious content (Shah-
baz & Funk, 2019). This was especially the case
when it came down to usage of government-backed
informational tactics (Shahbaz & Funk, 2019: chap-
ter on “key tactics of digital election interference”).
Kazakhstan has been enlisted as one of the countries
alongside Egypt and Turkey, who systematically
used bots and strong government apparatus infor-
mational tactics to disseminate information directed
towards non-mainstream trajectories (Shahbaz &
Funk, 2019: chapter on “key tactics of digital elec-
tion interference”). Such tactics included propagan-
distic news, dissemination of fake news or auto-
mated bot accounts (Shahbaz & Funk, 2019: para.
3 of chapter on “politicians and hyper-partisans use
digital means to manipulate elections”). Of course,
this is not to say that the actions by the government
are wrong, but something to be aware of. Here it
is crucial to understand that Kazakhstan is a semi-
democratic state with a legacy containing elements
of a post-soviet era. Moreover, contextually wise, it
is obvious that a newly independent state like Ka-
zakhstan can not afford to have “completely” loose
and uncontrolled cyberspace regulations (Aben, D.
& Makhanov, K., 2019: p. 1). In this regard, limited
Internet access accompanied by unregulated cyber-
space regulations disfavor both the government and
the society (Aben, D. & Makhanov, K., 2019: p. 1)
. It is better for a state to be aware of its problems
rather than ignoring them. And the national security
certificate installation in fact does try to fill in this
gap of unregulated cyberspace matter (Aben, D. &
Makhanov, K., 2019: p. 1).

According to Sarkis Darbinyan, a lawyer in cy-
ber rights in Russia, he claims that Kazakhstan path
towards the introduction of national certificate in
their country resembles the trajectory that of Russia
for the last eight years (CABAR, 2019: para. 20).
For instance, while Russia raised the introduction of
regulations into the national cryptography and SSL
certificates a few years back, Kazakhstan on the other
hand had started it a bit earlier (CABAR, 2019: para.
20). Another viewpoint to look at this trajectory is
also by understanding the developmental aspect of
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it. Similarly to Russia and China, Kazakhstan tries
to preserve its independent path alongside the con-
trol of the cyber space to establish its own system of
governance model. If we for example look at how
China introduced its new idea of cyber superpower
idea of a new governance model of cyberspace and
big data management systems (CABAR, 2019: para.
25 and 26), this would also mean that geopolitically
this would tempt Kazakhstan to become more inde-
pendent and re-conceptualize its approach towards
cyberspace management. No other country has ever
tried to embed a security certificate on a nationwide
basis, but Kazakhstan itself does not really have the
capability to launch a Chinese-style independent
cyberspace since for that it would need more than
just resources (Plakhina, 2019: para. 4 of section on
“What’s next?””). This would require moral backup
by the domestic societal community and guaranteed
protection for the people that accept it.

According to Viktor Pyagai, in the future the
cyberspace (Internet) alongside the introduction of
new regulations in Kazakhstan will change but not
drastically, even with the full introduction of na-
tional certificates (CABAR, 2019: para. 35). This
is due to the fact that local streaming services and
local social media platforms will not become as
popular as Instagram or YouTube that are today
(CABAR, 2019: para. 35 and 36). He claims that
people will always look out for international content
and further restrictions would rather lead to social
tensions (CABAR, 2019: para. 37). So, one may ask
how lawful the introduction of national certificates
are in Kazakhstan as well as how the government
could find a golden middle to regulate the cyber-
space in order to guarantee data protection and well-
controlled traffic management, while on the other
side of the coin to achieve the goal in minimizing
public backlash towards such measures. Such mat-
ters in a post-soviet space are delicate and quite a
new phenomenon, as within the context of a country
like that of Kazakhstan, new measures can be asso-
ciated with a new change. And whether this change
is good or bad decides both the government and the
society, since the society is the first actor that will
feel, understand, accept or rebuke changes and new
measures, while the government will guide and in-
troduce changes if necessary. This dual harmonic
cooperation is immensely crucial for the healthy co-
existence of the state and its people. Without it, any
change introduced can be rejected from either side
at any time.

In terms of the discussions surrounding the
mass and social media aspect, the reactions by vari-
ous stakeholders against the installation of a na-
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tional security certificate showed on the one hand
the reactive approach by the citizens towards gov-
ernment initiatives while also being cautious about
every government initiative. This is argued to be a
good aspect of a democratic society that is ready to
reflect on the actions of others as well as on their
impact on the society (Symbat & Yesseniyazova,
2019: p. 2). Another scholar Gussarova A. argued
that digital development and cyber security matters
and their interrelated progress would spur sustain-
able development in the cyber realm (Gussarova,
2020: p. 2). Moreover, since national cyber security
is intertwined with the process of digital develop-
ment progresses and aspects of national security,
it is an important aspect for developing countries
like Kazakhstan if the country wants to move on in
terms of cyber space development (Symbat & Yes-
seniyazova, 2019: p. 2) (Gussarova, 2020: p. 6) (De
Haas, 2015: p. 1). However, in terms of social and
mass media movement, here there is an interrela-
tionship. Any public backlash causes social media
movements, which in return cause the mass media to
take up on that. The same analogy can be brought up
with the matter on domestic violence or sexual abuse
on women in Kazakhstan and its subsequent social
media movements like NeMolchiKz. In another ex-
ample, the Talgo train rape case also stirred huge so-
cietal discussions and brought new internal matters
to the forefront. Of course, one may argue that such
problems are picked up by the mass and social me-
dia in order to feed the society with temporary “sen-
sational news” rather than bringing problems to the
forefront for productive discussions. This though is
of course the job of a journalist, who should be able
to choose the right topic for mass and social media
discussions and stir at the right angle without any
predetermined propaganda and misleading miscon-
ceptions. Thus, in conclusion, one may argue that
the activities of the social and mass media alongside
its role are intertwined in Kazakhstan, but this may
not always be the case for every problem or matter
that is brought up.

Conclusion

In conclusion, the national security state initia-
tive in mid-2019 showed us the active reaction and
interest by the public society to respond to policy
initiatives and cyber security issues. On the one
hand, the state was interested in strengthening con-
trol on the Internet, while on the other also to ensure
the protection of citizen’s web data and information.
However, the attempt to enforce the public society
in installing the national security certificate was not
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entirely welcomed in a positive manner by the citi-
zens as well as local and international experts. The
state was forced to step back because of public dis-
satisfaction with the way how the national security
certificate was presented to the public, since they
had many questions about this policy initiative rang-
ing from accusations from spying and third-party ac-
cess to data to limiting or blocking access to certain
websites. As a result, President Tokayev cancelled
the entire policy initiative. However, one may argue
that, as Dossym Satpayev said, the given certificate
was not completely thrown away and it may just be
an experiment to test out the societal reaction and
level of readiness for such changes. Thus, a security
certificate may remain open for the government to
implement it in the future in a probably similar or
different fashion.

Besides that, the paper also showed us how a
new aspect of cyberspace security and its regula-
tions can generate strong social media reactions,
causing new social media movements and new mass
media discussions. On top of that, the national secu-
rity certificate installations also highlighted the ne-

cessity for the government to find a golden middle
between regulating cyberspace properly while at the
same time ensuring and guaranteeing protection of
cyberspace users. Of course, here comes the ques-
tion of the timely necessity and lawfulness of the
installation itself in Kazakhstan. Having also dis-
cussed the reasons by the government to introduce
such measures, it would also be interesting for jour-
nalists to tap into this area by investigating the issue
on how such installations have been introduced in
other countries of Europe or Asia. This should help
the society in bringing new informational content to
read and digest in order to understand better why
such installations are crucial and necessary. And,
as a result, this would help the society to reach bet-
ter analytical conclusions by weighing out various
informational sources and arguments, and for the
government better societal outreach for their gov-
ernment-led projects. After all, most of the societal
issues occur not only due to government ineffective-
ness or policy failures, but also due to the existence
of society’s informational asymmetry and level of
understanding and readiness for new changes.
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