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PROBLEMS OF IDENTIFYING SOURCES AND VISUAL CONTENT
IN SOCIAL MEDIA: THE EXPERIENCE OF KAZAKHSTAN

The article examines the problem of identifying sources and visual content on social networks in
the process of recognizing false information. The goal and idea of the scientific work is to identify the
problems of disseminating false information and formulate ways to prevent the proliferation of fake
data. Online sources and visual content are important in the information industry and determining the
accuracy is critical today, as it has become so easy to spread misinformation on social platforms. The
theoretical significance of this work lies in the fact that its results can be used in the future as a guide
in the fake news questions. The practical significance lies in the fact that the results of the study can be
applied in journalistic and legal practice to improve professional skills. In addition, the results can be
used in training journalists in higher educational institutions. To achieve the goal of the scientific work,
40 Kazakh publications with false information from the social network Facebook were selected, and an
analysis was carried out to determine the category of false information, engagement metrics and the most
effective means to stop the spread of fake information. According to the research, analyzing the content
of the social network, we are convinced that there is a violation of the law. It can be said that the issues
provided by the draft law “On introducing amendments on online platforms and online advertising” to
the Code of the Republic of Kazakhstan on Administrative Offenses are being implemented today, and
those who violated the law receive appropriate penalties. Two main means of combating disinforma-
tion were also identified, which can be characterized as manual and automated methods. The category
of information that became most vulnerable to false facts was “News and Information.” The value of
scientific work: during the study, attention was paid to the work of Kazakh and foreign scientists. Based
on the experience of Kazakhstan, the causes and consequences of the spread of false information were
identified and the final goal was clarified.

Keywords: social network, false information, visual content, media, fact-checking.
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OAeYMETTIK XeAirepAeri Aepekko3Aep MeH BU3YaAAbl
KOHTEHTTI aHblKTay MaceAeAepi: KasakcraH Taxipuoeci

Makanaaa aAfFaH akmapaTtTbl aHblKTay MpoueciHae 6acTankbl KO3AEPAiH OLarbiH Taby >KeHe
SAEYMETTIK XKeAiAepAEri BU3yaAAbl Ma3MYH MBCEAECH KAapaCTbIpblAaAbl. F bIAbIMM )KYMbICTbIH MaKCaTbl MEH
MAESICbI — XKAAFaH aknapaTTbiH TapaAy NPOGAEMaAapbIH aHbIKTay XKOHE >KaAFaH AepekTepAiH kebetoiHe
KOA Bepmey >KOAAAPbIH KaAbINTAcTbipy. MHTepHeTTeri aknapart Ke3Aepi MeH BM3yaAAbl MasMyHHbIH
aKMapaTTblK, CAaAAAAFbl CaMacblH XXOHEe OHbIH ABAAITH HAaKTbiAQy OYriHAE 6Te MaHbI3Abl, ©MTKEHI
SAEYMETTIK NAaT(pOpMarapAa >KaAFaH aknapaTTbl TapaTy OHai GOAbIN KeTTi. XKYMbICTbIH, TEOPUSIAbIK,
MaHbI3ABIAbIFbI — TY)XXbIPbIMA@PAbI OOAALLAKTa >KAaAFaH >KaHAAbIKTAPAbIH, HOTUXKEAepiH 3epTTey
MeH aHbIKTayAa HYCKAYAbIK PeTiHAE KOAAaHyFa 60AATbIHAbIFbIHAQ. [1PaKTMKAABIK, MAHBI3SAbIAbIFbI —
KYPri3iAreH 3epTTey KOpPbITbIHABIAAPbIH >KYPHAAUCTIK >KoHE KYKbIKTbIK Taxiprubeae MamaHAApAbIH
KaCiOM LebepAiriH apTTbipyAaFbl MyMKiHAIK. COHbIMEH KaTap, HOTUXXEAEPA| XKOFapbl OKY OPbIHAAPbIHAA
KYPHAAUCTEPAI AdsipAayAa KOAAAHYFa BOAaAbl. 3epTTey 8AiCHAMAChI — FIABIMUM XKYMbICTbIH MAKCaTbIHA
keTy ywiH Facebook aaeymeTTik eaiciHeH >kaAaraH aknapatbl 6ap 40 KasakCTaHAbIK, XKapUsiAQHbIM
TaHAAAAbL. 3epTTey 6apbiCbiHAA (herk akmnapaTTblH TapaAyblH TOKTATy YLIIH €H TUMIMAI KypaAAapAbl
aHbIKTay GOMbIHILIA TaAAQY XKACaAAbL. 3epTTey HoTuMXKeAepi OOMbIHILIA BAEYMETTIK XKEAIAE dKapUsaAaHFaH
’kazbaAaapra KOHTEHT-TAaAAQYbIH >Kacai OTbIpbIn, 6i3 3aHOY3YLIbIAbIKKA KO3 XeTkizemis. KP Okimuuiaik
KYKbIK ~ 6y3ywblablK, Typaabl KoaekciHae, «OHAAMH-MAQT(OPMAAAP MEH MHTEpHEeT->KapHama
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MaceAeAepi GOMbIHLLA TOAbIKTbIPYAAP EHTi3Yy TypaAbl» 3aH >KO006ACbIHAQ KO3AEATEH MaceAeAep ByriHae
iCKe acbIpblAyAa >K8He 3aHAbl Oy3raHAApP THICTI >kasaAapbiH aayaa. CoHAaM-aK, >KaAfaH aknaparreH
KYPECYAIH, €Ki Heri3ri KypaAbl aHbIKTaAAbl, SFHM OAQPAbI KOAMEH >KeHe aBTOMATTaHAbIPbIAFAH TOCIAAED
petiHae cunatTayra 60Aaabl. YKaaraH aepekTepre eH ocaa 6oAFaH aknapaT caHatbl — «KaHaAblKTap»
KbI3METi GOAbIN LWbIKTb. FbIABIMU XKYMbICTbIH KYHADBIAbIFbI — 3€pTTey 6apbICbIHAQ Ka3aKCTaHABIK, >KoHe
LIETEAAIK FAABIMAAPAbIH, XKYMbICTapbl Ha3apfFa aAbiHAbI. Ka3akcTaHHbIH Toxipubeci HerisiHae XaAFaH
aknapar TapatyAblH cebentepi MeH CaAA@pbl aHbIKTAAbIM, TYMKi MaKCaTbl HAKTbIAQHADI.
TyiiH ce3aep: OAEYMETTIK XKeAi, XXaAFaH aknapar, BU3yaAAbl KOHTEHT, MEAMA, (DAKTUEKMHT.
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Mpo6AeMbl MAEHTHhDUMKALLMM UCTOYHMKOB M BU3YaAbHOTO
KOHTEHTa B COLIMaAbHbIX MeaMa: onbIT KasaxcraHa

B ctatbe paccmartpuBaeTcs npobAema nomcka nepBoMCTOYHUKOB, BbISIBA€HWS (hAaKTOAOTMYECKMX
MCTOYHWKOB M BM3YAaAbHOIrO KOHTEHTA B COLIMAAbHBIX CETSX B MPOLIECCE OMPeAEAeHNs AOXKHOM MHAOP-
maumm. Lleab 1 naest HayuHom paboTbl — ONPeAeAnTb MPOGAEMbI PACTPOCTPAHEHUSI AOSKHOM MH(OPMa-
UMM 1 copMMPOBaTb MYTU NPEAOTBPALLEHMS pa3pacTaHns (DEMKOBbIX AQHHbIX.

OHAQMH-UCTOUYHMKM 1 BM3YaAbHbIM KOHTEHT BaKHbl B MH(OPMALIMOHHONM cdepe, onpeaseseHne
TOUYHOCTM MH(OPMALIMM CErOAHS MMeeT pellalollee 3HaUYeHMe, MOCKOAbKY PacrnpoCTPaHsITb HEAOCTO-
BEPHYI0 MH(OPMALIMIO HA COLMAAbHbBIX NMAAT(OPMax CTaAO OYeHb Aerko. TeopeTnyeckas 3HaUMMOCTb
AQHHOM paboThbl PEAAU3YETCSl B MCMOAb30BaHMM PE3YAbTATOB B KAYeCTBE OPMEHTMPA UAM MHCTPYK-
UMK NPU M3YYEHUM 1 pacydeTe PenKoBbIX HOBOCTEN. [pakTrnyeckas 3Ha4MMOCTb 3aKAIOYAeTCs B Npu-
MEHEHWU aATOPUTMOB OMNpeAeAeHnst (DEMKOB B >KYPHAAMCTCKOM M IOPUAMYECKON MPaAKTUKE, YCUAEHUN
NpoeCcCMoHaAbHbIX HABLIKOB M KOMMETEHTHOCTH XKYPHAAUCTOB. Kpome Toro, pe3yAbTartbl MOryT ObiTb
MCMOAb30BaHbI MPY NMOATOTOBKE KYPHAAMCTOB B BbICLIMX yU€OHbIX 3aBEAEHUSIX.

MeToAOAOIMSI MCCAEAOBAHUSI CTPOMTCH Ha KOMIMAEKCE 3MMUPUYECKMX METOAOB U PEryASITUBHbIX
MPUHLMNOB, 060CHOBbLIBAIOLLMX TMIOTE3Y aBTOPOB O HEOOXOAMMOCTU YCMAEHUSI MCCAEAOBATEALCKOM
KOHCTaHTbl B >KYPHaAMUCTMKE. ABTopamu GbiAv 0TOGpaHbl 40 Ka3axCTaHCKMX MyOGAMKALMA C AOXKHOM
uHopmMaumein M3 coumasbHoi cetn Facebook, npoBeaeH CpaBHUTEAbHbIM aHAAM3 MO ONPEAEAEHUIO
KaTeropmm AOXKHOW MH(OPMALMM, METPUK BOBAEYEHHOCTU U Hanboaee 3(D(HEKTUBHBIX CPEACTB AAS
OCTaHOBKM pacrnpocTpaHeHns (eiikoBoi MHopMaumm.

Mo pe3yAbTaTam MCCAEAOBaHMIA, OMMPASCb HA KOHTEHT-aHAAM3 1 M3MEPEHME COLMAAbHOM CETH, aB-
TOpbl 060CHOBBIBAIOT HapyLleHue 3akoHoAaTeabcTBa PK. Takyke 6blaa onvcaHa npakTvka peaAmsaumm
npoekTa 3akoHa «O BHECEeHMW AOMOAHEHMIA MO BOMPOCAM OHAAMH-MAQT(OPM M MHTEPHET-PEKAAMBbI»
B Koaekc PK 06 aAMUHMCTpaATMBHBIX NMpaBoOHApyLIeHWsIX. ABTOpamu OblAM BbISIBAEHbI ABa OCHOBHbIX
cpeAcTB no 6opbbe ¢ Ae3unHpopMaLmen, KOTOpble MOTYT ObITh OXapakTepr30BaHbl Kak PyUHOI 1 aBTO-
MaTM3MPOBaHHbIN Crocobbl. KaTeropus nHgopmaumm, Kotopasi Ctaaa Hanboaee ys3BUMOI K AOXKHbIM
¢rakTaM, okazanack B pasaeae «<Hosoctn n MHpopmaums».

B xoae nccaep0BaHUS BbIAO YAEAEHO BHMMaHME paboTam Ka3axCTaHCKMX M 3apyBeskHbIX yUeHblX,
CAEAQHO 0630pHOE MOAEAMPOBAHUE, UTO XapaKTEPM3YeT LIEHHOCTb Hay4HOM paboTbl. Ha ocHoBe onbi-
Ta KazaxcraHa 6bIAM OMpeAeAeHbl MPUUMHBI U MOCAEACTBUS PACTPOCTPAHEHMS AOXKHOM MHGOPMaLMK
M YTOUHEHA KOHEeYHasl LLeAb.

KatoueBble caoBa: CoLmanbHas CeTb, AOXKHas MHOPMaLME, BU3YaAbHbIA KOHTEHT, MeAMA, (DaKTUEKMHT .

Introduction

Misinformation, good or bad, has existed for
centuries. In any case, they had a specific goal. Un-
fortunately, the rule in much of the media today is
that the more negative, violent, and personal the
news is, the more attention the audience will pay. As
a result, some media spaces might include mislead-
ing information while sharing the content of men-
tioned types. The choice of this topic for this study
is due to a number of reasons.
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Firstly, modern society has already entered the
era of “post-truth”, characterized by the fact that ob-
jective facts become less important for the formation
of public opinion than the impact on emotions and
personal beliefs. According to the Oxford Diction-
ary, “post-truth” became the word of 2016 (Article
207.1 Criminal Code of the Russian Federation).
This is evidenced by an increase in the use of this
term by the English-speaking mass media by almost
20 times. The blurred boundaries between truth and
fiction make it possible for fake news to exist in the
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media space. This trend is clearly evident during the
coronavirus pandemic in the world, when the num-
ber of fake news increased several times (Civil code
of the Russian Federation).

Secondly, digital journalism, also known as
online journalism, is a new kind of journalism that
appeared at the end of the 20th century with the de-
velopment and spread of the Internet. This change
contributed to the fact that journalists began to mas-
ter advanced technologies in order to maintain their
audience and produce modern content.

The basis of fake news is the distortion of facts.
Currently, the method of “fact checking” is becom-
ing relevant as a special editorial filter, despite the
fact that the problem of unreliable information was
present in the work of journalists before. “Fact
checking” is a verification of the reliability of infor-
mation described in popular science and journalistic
style texts. Researchers at the Massachusetts Insti-
tute of Technology have concluded that lies spread
on social networks 70% faster than the truth (About
mass media). It also affects the economic and finan-
cial component of fake news.

Thus, the relevance of this study is related to the
following aspects:

—blurring of boundaries in society between truth
and fiction, which is especially evident in times of
crisis (in this work, it is a pandemic of coronavirus
infection);

— changes occurring in the activities of a jour-
nalist under the influence of Internet technologies;

— the rapid spread of fake news on the popular
social network “Facebook”.

The problem discussed in the study is that nowa-
days there is a significant increase in the number of
fake information on social media platforms, which,
most of the time, misleads the audience. However,
the mechanism by which fake messages can be iden-
tified is not described. As part of the study, an at-
tempt is being made to form this mechanism.

The object of the study is fake news retrieved
from various Kazakhstani communities on “Face-
book”. The subject of the study is the structural and
substantive features of fake news.

The purpose of the research work is to deter-
mine the general algorithm for recognizing fake
news through their structural and content features.

The scientific novelty of this work lies in the
fact that it examines the problem of the spread and
growth of fake news on social networks. In addition,
to ensure professional

The main methods of recognizing fake news and
ways to combat them are proposed in the work. To

achieve this goal, it is necessary to solve the follow-
ing tasks:

1) highlight the structural features of fake news;

2) consider the economic and financial compo-
nent of fake news through the concept of “manage-
ment” of fakes;

3) identify the main modern methods of combat-
ing fake news.

The hypothesis of the study is that when deter-
mining the structurally meaningful features of news,
it is possible to quickly and accurately recognize
fakes in the media space.

Using the methods of structural analysis and
linguistic stylistic analysis, the structural and sty-
listic features of fake news in the Facebook social
network are revealed, which allows us to formulate
methods for detecting fakes in the media space.

Literature review

In the 21st century, the pace of information
technology development has shifted towards me-
dia activities and information exchange processes.
An information environment has been formed in
the community in which the population has equal
opportunities to participate in the exchange of in-
formation. There are special techniques that help
to achieve the most effective impact when creating
certain semantic systems with set goals. In particu-
lar, P. Bourdieu notes that “on the one hand, there
are opinions formed, mobilized and pressure groups
mobilized around the system in an explicit form of
formulated interests; and on the other hand, there are
predispositions that, by definition, are not opinions”
(Butyrin, 2021).

P. Bourdieu introduced such a concept as the
“field of journalism” (Vartanova, 2015). Journalism,
in the researcher’s opinion, is a separate social phe-
nomenon, a special world that lives by its own rules
and laws, having its own position in relation to other
spheres of society. There is a struggle for influence
within this field. Also, within this field, P. plays a big
role. Bourdieu assigns journalists, on whom the cre-
ation of media reality largely depends, because they
are the ones who select the facts that are interesting
to them, interpret them, and, among other things, use
mass media as a means of self-expression of their
personality. The field of journalism is very unstable
and vulnerable, there are a lot of external factors that
can affect the work of the media: ratings, commercial
pressure, etc., which directly affects the content.

According to the computer science research-
ers Aldwairi and Alwahedi (2018), one of the main
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reasons why info portals and news outlets provide
false information is to gain more readership and
popularity, which then gives them increased profit
and advertisement revenue. It is usually done by ap-
plying clickbaits, catchy headlines and shiny visual
materials (Aldwairi & Alwahedi, 2018). The same
opinion has been shared by the researchers Shu et.
al., who claim that false information are most of the
time spread intentionally and has a comparatively
higher attraction level of the audience entirely on a
psychological basis (Shu et. al., 2017).

Researchers of Stanford and Carnegie Mellon
Universities — Kumar and Shah (2018) — catego-
rized fake information into two major groups: opin-
ion-based and fact-based. While opinion-based fake
data consists of fake reviews, which does not obtain
a unique ground truth, fact-based false data, on the
other hand has a particular unique ground truth and
often includes false news, hoaxes or announcements
(Kumar & Shah, 2018).

According to the study conducted by Moravec,
Minas and Dennis (2018), people’s cognitive activ-
ity was examined to find out whether they are able
to detect false information or not. They revealed that
there is a domination of confirmation bias, which
means that when people see publications resonat-
ing their beliefs, their cognitive activity increases
and they are more likely to believe this information.
Results of this study has shown that only 17% of
people could determine the falsified data on social
media (Moravec et. al., 2018).

Naeem, Bhatti and Khan (2021), in their work,
wrote about the cases of fake information during the
spread of COVID-19. They analyzed 1225 pieces
of manipulated data and claimed that in this period
there was a fight against not only epidemic, but also
infodemic. They revealed that many information
sources about COVID-19 were full of false claims,
conspiracy theories and pseudoscientific therapies
regarding the disease and its treatment. Therefore,
the researchers concluded that beside news outlets,
there is a responsibility on public health workers,
scientists and journalists, who must ensure that only
credible information is being spread on social media
platforms (Naeem et. al., 2021).

German researcher N. Luhmann also paid much
attention in his works to the problem of the influence
of mass media on the consciousness of the audience
and the formation of an idea of reality. Moreover,
N. Luhmann divides the reality of mass media into
two components: “real reality”, reflecting life inside
the media: “it would be more meaningful to under-
stand by real reality the mass media flowing in them
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and permeating their communications” (Vartanova,
2016). The second reality is the construction, the re-
sult of the work of the mass media. According to
N. Luhmann, mass media do not distort, but only
construct reality.

Thus, the chain of formation of media reality
looks like this: the actual reality is filtered through
the reality of mass communication and passes into
media reality. The actual reality is being selected,
because the mass media are not interested in ev-
erything, the system imposes restrictions. The fol-
lowing selection factors are highlighted in N. Luh-
mann’s works: 1) novelty; 2) conflict; 3) informa-
tive, quantitative data; 4) locality; 5) the presence
of violations of the law and moral norms; 6) the
presence of actors; 7) relevance; 8) recursiveness
(the possibility of using it in future messages), etc.
(Vartanova, 2009)

The modern media space is characterized by an
increase in the speed of communication processes
that generate “waves” of information noise. In this
regard, fake news is increasingly appearing in the
media field. The content of the concept of “fake
news” is still not clearly defined, comprehensive
studies of this relatively new phenomenon are not
yet available. There are no unambiguous criteria for
classifying news as fake. Usually, consumers are
not always focused on whether the information they
receive or transmit is correct or not. This leads to
the spread of false information in society (WHO dis-
pelled 10 myths about coronavirus). It is noteworthy
that today there is a lot of misinformation not only
on the Internet and social networks, but also in the
news of electronic media. As M.N. Bulaeva notes,
in modern conditions, the problem of false, fictional
and fake news, that is, fake news, has become one
of the most important topics in modern journalism
(Dabezha, 2017). To solve this problem, it is neces-
sary to increase the media literacy of the population,
to form its ability to identify fakes.

In foreign sources, the most common view is of
fake as something with “malicious intent”, that is, a
kind of deliberate misinformation. Thus, A. Gelfert
defines fakes as “the intentional presentation of (usu-
ally) incorrect or misleading statements in the form
of news, where statements are intentionally mislead-
ing” (Dmitriyev, 2018). In this sense, the Russian
scientific tradition sometimes adheres to the oppo-
site opinion about the term “fake”: in the Russian—
language literature there is a view that can be sum-
marized as “fake — from a person, disinformation —
from the state.” Pocheptsov notes that fakes are the
result of individual production, and misinformation
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is the result of institutional production. However,
both belong to manipulation tools (Efimov, 2015).
In this study, fake refers to the intentional construc-
tion of reality, and fake news refers to news reports
based on the intentional construction of facts created
to extract a certain benefit (for example, to increase
traffic or citations).

The information space is characterized to a cer-
tain extent by standardization and unification of me-
dia products, in particular, the ways of interacting
with the audience of bloggers of the same subject
are similar, social media accounts of companies of
the same profile often have minimal differences. At
the same time, texts on the Russian media market
are often presented within the framework of the
most common media formats in compliance with
uniform requirements for submission forms. On the
one hand, this makes it easier to work with them,
and, on the other, it does not allow you to compete
with new media in this regard.

According to A.A. Kalmykov, the advent of the
Internet has given fundamentally new communica-
tion opportunities, created new ways of interaction
between people, organizations and states. The In-
ternet has the following characteristics: interactiv-
ity, openness, virtuality, absence of geo-positional
restrictions. G.V. Lazutina believes that interactivity
should be understood as a two-way contact taking
place in real time through dialogue (Zubets, 2016).
The communicative side is the exchange of not only
information, but also actions. The concept of inter-
activity implies a deviation from the interpretation
of communication according to the “subject-object”
scheme, here both the recipient and the sender of
the message have the same capabilities within this
communication.

As noted by E.V. and V.F. Oleshko, in these
conditions, the creative environment, the creative
component of the personality, individual technolo-
gies, skills and knowledge of new technical devices
and software are the most important characteristics
of any modern subject of information activity, es-
pecially a professional journalist working in this
field (Ivchenkov, 2018). All this contributes to his
successful professional and productive activities. It
should be noted that these characteristics are most in
demand in the journalistic environment.

In the constantly developing digital world, the
first online fact-checking platforms started appear-
ing more than 30 years ago. Currently, there are
about 150 platforms around the world, even in Latin
America, Africa and Western Europe (Shaikenova
& Morozova, 2019). Based on this, Karimova et. al.

(2023) highlighted the importance of digital plat-
forms in the battle against fake information. On the
example of Kazakhstan, their study investigated the
effectiveness of “Fact-check.kz” platform, which, as
a result, in the first 8 months of functioning revealed
34 fake data among 99 materials (Karimova et. al.,
2023). Researchers of Eurasian National University
— Tekenova and Takhan (2021) — compared Bulgar-
ian, British and Kazakhstani prevention practices
of the dissemination of false information in media.
The results identified what kind of measures should
Kazakhstan implement in order to eliminate the
problem of fake information. They include: every
published material must contain peer-review and
experts opinion; promote the techniques of informa-
tion verification and fact-checking among citizens;
increase the number of open sources; humanization
of laws against spread of fake news (Tekenova &
Takhan, 2021).

The professional culture of a digital age journal-
ist has its own characteristics. This is manifested in
the fact that the journalist is constantly in a state of
“entering” information, he does not have time to re-
alize it. This is because he needs to make a decision
as quickly as possible, therefore, he cannot work
with large texts, but can work with relatively short
ones. Accordingly, the very idea of a journalist’s
work is changing.

The professional activity of a journalist is large-
ly determined by how he understands the role and
specifics of journalism. The professional culture of
a journalist is revealed through his normative, com-
municative and personal interaction with the audi-
ence. At the normative level, the ways of building
relationships with information users are predeter-
mined, and the professional-communicative and
socio-personal levels depend on various factors, pri-
marily subjective (Ilchenko, 2016).

In journalism, honest, objective and high-qual-
ity information always exists alongside fake and
inaccurate information. As a rule, any information
about an event that has occurred is never accurate.
It depends on the approach of the person who trans-
mits the information. In the modern world, false in-
formation plays an important role, being a way to
spread a false and distorted view of reality. In such
circumstances, a journalist should be able to sepa-
rate truth from lies, as well as work with them (II-
chenko, 2019).

Thus, the professional culture of a journalist has
a decisive influence on his activities, which largely
depends on his education, abilities, motivation to
work, and the level of social significance of his pro-
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fession. The professional culture of a journalist in-
cludes normative, professional-communicative and
socio-personal characteristics. It should be borne in
mind that the professional culture of a journalist not
only determines the nature of his activities, but also
determines the social appearance of a journalist. In
this case, professional culture acts as a factor influ-
encing the formation of public opinion.

According to G.V. Lazutina, the news is a special
phenomenon of reality, which has a certain ontolog-
ical meaning: what has arisen or happened, which
did not happen before, is the result of changes. This
result, according to the researcher’s thought, can be
presented in the form of an event, decision, or sum-
ming up some kind of activity. What is common to
all these cases is that a fact appears in objective re-
ality that changes the previously prevailing state of
affairs (Ilchenko, 2016). N.I. Shapshai defines news
as a concept that goes back to the concept of “infor-
mation” (“Infodemic” and how to fight against it).
Thus, the news is the result of a change in reality,
the message of which reached the person and was
perceived by him. Fake news has existed since the
advent of print media. In the virtual space, informa-
tion distributors can be divided into three groups.
These are official websites; social media users post-
ing news on their pages; and bloggers. Most often,
fake news is spread by users of social networks. De-
spite the variety of form, content and size of such
information, they are often published online without
checking the source (Infodemic interferes with the
treatment). In the national virtual space, consum-
ers of social networks and news sites are divided
into two categories. The first category does not pay
much attention to sensational information. The sec-
ond category believes every post (regardless of who
published it and for what purpose) and even contrib-
utes to its dissemination. According to the Russian
researcher E. Pronin, anyone who has come under
the influence of the masses can receive news based
on false information (Issers, 2014). At first, news-
papers tended to publish false, fictitious news in the
yellow press, which led to the emergence of vari-
ous genres. Such news, of course, was perceived by
the audience with great interest. Even one critical
thought, similar to the real news, interested the au-
dience and attracted their attention. Fictional news
also contributed to the rapid development of the tab-
loid market. Even clickbait headlines popular on the
Internet used fake data to surprise and attract the at-
tention of the audience (Issers, 2014). To date, O.S.
Issers identifies the following causes of fake news:
1) any human society naturally tends to exchange
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rumors. This is a natural process that allows you to
strengthen ties within a social group. Spreading ru-
mors helps reduce stress and simulates control over
the situation in those conditions when a person can-
not influence what is happening. Deprived people
who do not have political or social weight, as well
as people who are emotionally unstable, are prone
to spreading rumors; 2) people’s faith in the reli-
ability of information practically does not play any
role. A person equally distributes both the informa-
tion he believes in and the information he doubts;
3) the number of rumors and fake news increases
in proportion to the growing instability in the state
(How social networks fight fakes about COVID-19).
Based on this, it is safe to say that the infodemia
(approx. the author’s problem is the appearance of
an excessive amount of information about the prob-
lem, which makes it difficult to find a solution) does
not arise by itself. Fake news is associated with the
emotional stability of the narrator and the listener
and 1s born in conditions of crisis, lack of balance,
which is confirmed experimentally. Also, emotional
arousal and lack of a sense of control stimulate con-
fidence in fake statements. If a person puts up with
a lack of control for a long time, then, most likely,
he will explain this negative state by the interven-
tion of an external enemy. Consequently, the more
emotionally stable a person is and the more control
he feels over the situation, the less he is inclined to
“take his word for it” and spread rumors. It follows
that the spread of infodemic narratives in the context
of a social crisis (that is, the coronavirus pandemic
in our case) is completely natural. False news was
also spread to destroy the reputation of government
officials, up to the presidents. For example, in Octo-
ber 2017, Trump gives an interview to the Fox Busi-
ness channel and declares that a campaign to spread
false information has begun. Maybe by that time the
term fake news had lost its edge a little, but its sig-
nificance still remained (Klinkova, 2017). The mer-
riamwebster.com website notes that the term fake
news has been used in official sources since 1890.
It is also said that this term is quite young, although
its age is already 125 years old. The studied data
showed that the term has differences not in meaning,
but in name. This is due to the fact that in history it
was often called a “lie” or “fake”, so its interpreta-
tion in the form of fake news is being studied as a
relatively new term (Komissarov, 2022). Recently,
the increase in the number of fake and fake news
has been critically evaluated and forces a scientif-
ic investigation of this situation. As a result, local
and foreign researchers strive, first of all, to under-
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stand the theoretical significance of the fake news
phenomenon. Numerous studies of fake news show
their division into the following types according to
the nature of the information contained in them:

1) fake with proportionality of verified and un-
verified information,;

2) fake information about the place and time of
the event;

3) fakes about the persons mentioned in the
news;

4) fakes with specific purposes of creation and
distribution;

5) fakes with a high level of reliability (Korets-
kaya, 2017).

Methods

A sample of 40 Facebook publications was se-
lected for in-depth analysis in order to determine
relevant problems of identifying sources and visual
content in social media in terms of experience of
Kazakhstan. The selection process of the sample
represents a wide range of content types and sourc-
es, guaranteeing a well-rounded investigation of the
struggles associated with source confirmation and
visual content accuracy.

The data collection process contained the sys-
tematic retrieval of Facebook publications from dif-
ferent profiles and communities within the territory
of Kazakhstan. Posts with high engagement levels
were especially valuable in the selection since they
tend to be potential vectors for the spread of mis-
leading information. Indicators such as screenshots,
timestamps, post URLs and user information were
also collected to ensure quality analysis.

Content’s originality patterns were determined
by categorizing Facebook posts into three groups
based on their nature. There are:

a) News and Information;

B)  User-generated content (UGC);

x)  Visual content.

Further subcategories were also defined within
mentioned groups to distinguish between accurate
and potentially fake information.

This study is concentrated on the identification
of reliable sources. To confirm the reliability of data
in the publications, a combination of manual and au-
tomated techniques was applied. The manual tech-
nique consisted of cross-referencing with reliable
news outlets, official statements from authorities
and fact-checking websites, while automated tech-
nique relied on the usage of digital forensics tools
in the assessment of the accuracy of visual content.

Besides content and source analysis, the study
tracked the connection between engagement metrics
(likes, comments and shared) and the probability of
a publication including misinformation. Thereby,
this analysis contributed to the determination of the
factors impacting the dissemination of potentially
fake content on the social media platform.

Throughout the study, it was essential to keep
ethical considerations. Therefore, all the collected
information followed privacy policies and data pro-
tection guidelines, which included the anonymity of
users and compliance with ethical norms.

The findings of this research might be influenced
by certain limitations of the sample size and the par-
ticular time stamps during which the data collection
was held. Also it cannot be denied that the dynamic
nature of social media sites can influence the gener-
alizability of the findings.

Results and discussion

The results of the analysis demonstrated that a
considerable portion of the sampled Facebook posts
represent the category of “News and Information”.
Subcategories constituted global events, local news
and community updates. It’s unusual to note that de-
spite efforts to spread accurate information, cases of
disinformation were detected in this category, high-
lighting the difficulty in determining reliable sourc-
es even in seemingly trustworthy content.

The second major part of the sample contained
publications with visual content, such as images
and videos. Visual content had a higher likelihood
of being prone to manipulations as photo editing or
misrepresentation, which demonstrates the need for
better verification of the originality of visual materi-
als shared on social media.

The third common category, which was noticed
in the sample is User-Generated Content (UGC),
which contains personal experiences, viewpoints
and testimonials. Although UGC might seem an au-
thentic content with valuable insights from personal
perspectives, there are still cases of misleading nar-
ratives, which highlighted the challenges in identify-
ing genuine UGC from potentially inaccurate data.

After determining main categories of mislead-
ing content and analyzing them, it was important
to breakdown the types of source verification tech-
niques. The manual verification process is consid-
ered to be the most effective one since it involves
cross-referencing with credible news outlets and
fact-checking websites. On the other hand, it is a
time-consuming process, which may cause difficul-
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ties in checking a huge volume of data. The next
technique is an automated process with the appli-
cation of digital forensic tools, which also demon-
strated penetrating results. With the help of these
technologies, cases of image alterations and deep-
fakes were found out, highlighting the necessity of
implementing such automated solutions to prevent
the dissemination of inaccurate information.

Additionally, the analysis of engagement met-
rics showed a connection between high engagement
and the probability of a publication with fake infor-
mation. Usually greater number of likes, comments
and shares are obtained by publications with contro-
versial headlines or sensational content. Such indi-
cators raise questions about the influence of social
media algorithms and user actions in the spread of
misleading data.

Conclusion

As a result of the conducted research, it was re-
vealed that various types and classifications of fake
news have developed on social networks. Due to the
rapid development of information technology and
the expansion of technical capabilities, it is difficult
to distinguish the truth from rumors and half-truths.
Since there are currently technologies that allow
each user to easily copy documents, images and au-
dio files, this will always be a barrier to publishing
reliable information.

Fakes are found in various formats: This in-
cludes falsification of texts, photos and videos,
sometimes even artificial news materials are created
by order of famous people. The main reason of dis-
semination of fake information, as it was revealed in
this study, is the low level of digital literacy among
population. Most Kazakhstani citizens, especially
elderly population, are not familiar with informa-
tion verification or fact-checking processes, hence,
they are prone to believe everything that’s on social
media and contribute to the spread of false infor-

mation. Consequently, fake data might raise serious
problems such as loss of credibility, low trust in in-
stitutions, damage to reputation, risks of manipula-
tion of policy decisions, public health risks and even
polarization of society. To counteract fakes, it is
necessary to develop a professional culture of jour-
nalists. The professional culture of a journalist in-
cludes normative, professional-communicative and
socio-personal characteristics. It should be borne in
mind that the professional culture of a journalist not
only determines the nature of his activities, but also
determines the social appearance of a journalist. In
this case, professional culture acts as a factor influ-
encing the formation of public opinion.

In the practical part of the study, an analysis
of fake publications on the Facebook social net-
work was carried out. The results revealed that
most often fakes belong to the category of false
information. Researchers identify different types
of infodemic texts depending on the subject and
specifics. One text can belong to several groups
at the same time. They also vary in volume and
structure, and may look like a retelling of events
or a pseudoscientific study. However, the goal
of such materials is always the same — to unite
people and give them back the lever of control
over what is happening, to help them cope with
changes and emotional stress.

Based on the analysis of the theoretical and em-
pirical base, the hypothesis of this study is fully con-
firmed — when determining the structural and con-
tent features of news, it is possible to quickly and
accurately recognize fakes in the media space.
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